
Security 
& Privacy
Gemini Adoption Series



Proprietary + Confidential

Jeremy Sanders
Customer Engineer



01 Security Overview

02 Admin Controls
Agenda



Proprietary + Confidential

Gemini in Workspace 
Security Overview

01



Google Workspace with Gemini gives you choice 
and control over your organization’s data

Your data is 
your data 

● Your data is not used to train 
Gemini models outside of your 
domain without permission.

● Your data is not sold or used 
for ads targeting.

World Bank

SMBs make up   90% 
of businesses globally

You are 
in control

● You have controls to identify 
and protect sensitive data.

● Your existing Workspace security 
and sovereignty 
policies automatically apply.

You can stay 
compliant

● One of the first AI solutions to 
attain SOC 1/2/3, ISO 42001, 
ISO 27001/17/18, and more.

● Can help you meet HIPAA and 
FedRAMP High compliance.

DESIGNED 

https://www.worldbank.org/en/topic/smefinance


Gemini does not share your prompts
or generated responses with other

users or organizations

Customer Data Boundary

Gemini only retrieves relevant content in Workspace 
that the user has access to in order to contextualize

the prompt and ground responses

Existing Workspace data security controls and data 
handling practices are automatically applied

When the generated 
output is inserted, DLP, 
IRM, Data Regions, and 
other security and 
sovereignty controls 
automatically apply

Your data is your data 
and does not belong to 
Google. You can delete 
your data or export it at 
any time 

Your conversations with 
Gemini are not used for 
advertising purposes or 
reviewed by humans

Google Workspace Trust Boundary

You will soon have the ability to 
control how long Gemini stores user 
prompts and generated responses

Gemini, including the “double-check on 
Search” feature used for real-world 

grounding, is subject to the same enterprise 
terms as the rest of Workspace Core 

Services like Gmail and Docs

Gemini

Gemini generates a tailored response

Google  
Research 

Generative 
AI Models

Client-side encryption will prevent access to 
your data via Gemini or any other

generative AI models

Gemini does not use your data, prompts,
or generated responses to train Gemini models 

outside of your domain without permission

Your data is your data



Gemini only retrieves relevant content 
that the user has the permission to 
access

            

Built-in controls such as AI classification, 
DLP, and IRM can help identify, classify, 
and protect access to sensitive data

            

Client-side encryption can help prevent 
access to the most sensitive data

            

You can use built-in 
controls to safeguard 
sensitive data from 
oversharing risks

DESIGNED 



You can decide how to 
roll out Gemini across 
your organization

The Gemini app and NotebookLM 
can be turned off/on for specific 
OUs or groups

            

Gemini in Workspace apps (e.g., in 
Gmail) can be turned off/on for 
specific OUs

            

For most organizations, Gemini in 
Workspace apps, the Gemini app, 
and NotebookLM are turned on 
by default

            

DESIGNED 



● GDPR
● HIPAA
● CSA STAR
● CCPA
● SOC 1
● SOC 2
● SOC 3

● ISO 27001
● ISO 27017
● ISO 27018
● ISO 27701
● ISO 42001
● ISO 9001
● FedRAMP High

Gemini attained a 
comprehensive set 
of safety, privacy, 
and security 
certifications



SOC 1
SOC 2/3

ISO 27017
ISO 27001

Gemini in 
Workspace apps

Gemini app
gemini.google.com

Microsoft 365 
Copilot*

ChatGPT 
Enterprise*

ISO 27018
ISO 27701

ISO 42001
ISO 9001

CSA STAR
GDPR

HIPAA

✓
✓

CCPA ✓

✓     
✓

✓
✓

✓
✓
✓

✓
✓

✓
✓

✓

✓
✓

✓

✓
✓

✓
✓
✓

✓
✓

✓

* Based on analysis of publicly available Microsoft and OpenAI documentation as of 03/14/2025

✓

✓

✓

✓

✓

✓
FedRAMP High ✓ ✓

✓ ✓BSI C5
New
New

Gemini is the first enterprise-ready, certified AI assistant

https://learn.microsoft.com/en-us/compliance/regulatory/offering-home
https://openai.com/security-and-privacy/


A new privacy 
hub with detailed 
information about 
the available 
admin controls 
Learn more about the available 
admin controls and Google's 
Gemini privacy, security, and 
compliance commitments support.google.com/a/answer/15706919



Customers have sole control over encryption keys and therefore act as arbiters 
of all access to their data.

Customers can control the IP, device and geographic origin users are accessing 
Workspace to keep sensitive data within region

Narrow provider access by approving only certain groups of Google support 
staff to take actions related to customer data

Customers can choose a country specific location for storing a copy of their 
data

Secure infrastructure and practices that inherently reduce risks

Customers data is stored and processed in a dedicated region or 
combination of regions

Workspace helps to maintain complete 
control over your data
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Gemini is an 
extension of the user

Gemini cannot access anything that the user does 
not have access to. 

This means that Gemini does not introduce additional 
overhead in terms of managing access for a separate 
entity to the underlying data sources. 

However, as an organization you must consider how 
you currently manage user access to company 
information. Is there an oversharing problem? Are too 
many files shared with too few guardrails? How do 
you, today, ensure that a user only has the 
appropriate access to company data ?
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User  

Device 

Gemini App Gemini for 
Workspace

Data  

Logging   

DLP & IRM, DLP & CAA, 
DLP & AI Classification, 
Client-Side Encryption

Gemini for Workspace Controls, 
Gemini App Workspace Extension

Security Investigation Tool

Assign Context-Aware access levels to 
apps

Manage User’s access to Gemini 
Features

Existing Gemini for Workspace security controls

What files/emails should not be accessed by 
Gemini?

In what Workspace apps Gemini should be 
enabled? Should Workspace extension for 
Gemini be enabled?

How can I monitor Gemini data access?

What devices are allowed to access Gemini?

Who is allowed to access Gemini?

https://support.google.com/a/answer/9656855?sjid=16230191034105272886-NA#irmfaq
https://support.google.com/a/answer/13447476?product_name=UnuFlow&hl=en&visit_id=638762021811848414-3037545712&rd=1&src=supportwidget0&hl=en
https://support.google.com/a/answer/12676216?product_name=UnuFlow&hl=en&visit_id=638762021806461683-1036379299&rd=1&src=supportwidget0&hl=en
https://support.google.com/a/answer/14130944?product_name=UnuFlow&visit_id=638761058813969476-3231900951&rd=1&src=supportwidget0#zippy=%2Cis-client-side-encryption-compatible-with-gemini-for-google-workspace
https://support.google.com/a/answer/15698295?hl=en&sjid=16230191034105272886-NA
https://support.google.com/a/answer/15293691?hl=en&sjid=16230191034105272886-NA
https://workspaceupdates.googleblog.com/2024/06/adding-audit-logs-for-gemini-for-google-workspace-activity.html
https://support.google.com/a/answer/9261439?hl=en&sjid=16230191034105272886-NA
https://support.google.com/a/answer/9261439?hl=en&sjid=16230191034105272886-NA
https://support.google.com/a/answer/15698295?hl=en&sjid=16230191034105272886-NA
https://support.google.com/a/answer/15698295?hl=en&sjid=16230191034105272886-NA
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What users are allowed to 
access Gemini for Workspace?

Documentation: 
Manage User’s access to Gemini 
Features

Availability 
Enterprise Standard and 
Enterprise Plus

Gemini for 
Workspace User 

Access 

https://support.google.com/a/answer/15698295?hl=en&sjid=16230191034105272886-NA
https://support.google.com/a/answer/15698295?hl=en&sjid=16230191034105272886-NA
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What users are allowed to 
access the Gemini app?

Documentation: 
Turn access to 
gemini.google.com on or off

Availability 
Business Starter, Business 
Standard, Business Plus
Enterprise Starter, Enterprise 
Standard, Enterprise Plus
Frontline Starter, Frontline 
Standard
Essentials, Enterprise Essentials, 
Enterprise Essentials Plus
Education Standard, Education 
Plus 
Google Workspace for 
Nonprofits

Gemini App 
User Access 

https://support.google.com/a/answer/15293691?sjid=16230191034105272886-NA&product_name=UnuFlow&hl=en&sjid=16230191034105272886-NA&visit_id=638762643105374618-2259026318&rd=1&src=supportwidget0&hl=en
https://support.google.com/a/answer/15293691?sjid=16230191034105272886-NA&product_name=UnuFlow&hl=en&sjid=16230191034105272886-NA&visit_id=638762643105374618-2259026318&rd=1&src=supportwidget0&hl=en
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Should Workspace extension 
for Gemini be enabled?

Documentation: 
Turn Workspace extensions in 
Gemini on or off

Availability 
Business Starter, Business 
Standard, Business Plus
Enterprise Starter, Enterprise 
Standard, Enterprise Plus
Frontline Starter, Frontline 
Standard
Essentials, Enterprise Essentials, 
Enterprise Essentials Plus
Education Standard, Education 
Plus 
Google Workspace for 
Nonprofits

Workspace 
Extension for 

Gemini

https://support.google.com/a/answer/15293691?hl=en&sjid=16230191034105272886-NA
https://support.google.com/a/answer/15293691?hl=en&sjid=16230191034105272886-NA
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What devices are allowed to 
access Gemini?

Documentation: 
Assign Context-Aware access 
levels to apps

Availability 
Frontline Standard; Enterprise 
Standard and Enterprise Plus; 
Education Standard and 
Education Plus; Enterprise 
Essentials Plus; Cloud Identity 
Premium.

Gemini App 
& CAA

https://support.google.com/a/answer/9261439?hl=en&sjid=16230191034105272886-NA
https://support.google.com/a/answer/9261439?hl=en&sjid=16230191034105272886-NA
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Content Restrictions, such as 
Information Rights 
Management (disable 
download, copy, or print) help 
restrict Gemini's access to 
sensitive data.

Documentation: 
Prevent commenters and viewers 
from downloading, printing, or 
copying files

Availability 
Frontline Standard
Enterprise Standard and 
Enterprise Plus
Education Fundamentals, 
Education Standard
Teaching and Learning Upgrade, 
and Education Plus
 Enterprise Essentials Plus

Gemini for 
Workspace & DLP

https://support.google.com/a/answer/9656855?product_name=UnuFlow&sjid=16230191034105272886-NA&visit_id=638762643105374618-2259026318&rd=1&src=supportwidget0#irmfaq
https://support.google.com/a/answer/9656855?product_name=UnuFlow&sjid=16230191034105272886-NA&visit_id=638762643105374618-2259026318&rd=1&src=supportwidget0#irmfaq
https://support.google.com/a/answer/9656855?product_name=UnuFlow&sjid=16230191034105272886-NA&visit_id=638762643105374618-2259026318&rd=1&src=supportwidget0#irmfaq
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Gemini for Google Workspace 
is unable to act on email and 
files that are encrypted with 
customer-controlled keys

Documentation: 
Gemini for Google Workspace 
FAQ

Availability 
Enterprise Plus
Education Standard and 
Education Plus

Gemini for 
Workspace & CSE

https://support.google.com/a/answer/14130944?product_name=UnuFlow&visit_id=638761058813969476-3231900951&rd=1&src=supportwidget0#zippy=:~:text=Is%C2%A0client%2Dside%20encryption%20compatible%20with%20Gemini%20for%C2%A0Google%20Workspace%3F
https://support.google.com/a/answer/14130944?product_name=UnuFlow&visit_id=638761058813969476-3231900951&rd=1&src=supportwidget0#zippy=:~:text=Is%C2%A0client%2Dside%20encryption%20compatible%20with%20Gemini%20for%C2%A0Google%20Workspace%3F
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Gemini for Workspace data 
access logs are available in the 
Security Investigation Tool

Documentation: 
Gemini for Workspace audit logs 
announcement blog

Availability 
Business Starter/Standard/Plus
Enterprise Starter/Standard/Plus
Education Fundamentals
Education Standard
Teaching and Learning
Education Plus
Enterprise Essentials

Gemini for 
Workspace & SIT

https://workspaceupdates.googleblog.com/2024/06/adding-audit-logs-for-gemini-for-google-workspace-activity.html
https://workspaceupdates.googleblog.com/2024/06/adding-audit-logs-for-gemini-for-google-workspace-activity.html
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Admins can use Vault for 
eDiscovery tasks to search & 
Export relevant Gemini App 
prompts and responses.

Documentation: 
Use Vault to search Gemini app

Availability 
Business Starter/Standard/Plus
Enterprise Starter/Standard/Plus
Education Fundamentals
Education Standard
Teaching and Learning
Education Plus
Enterprise Essentials

Gemini for 
Workspace & 

Vault

https://support.google.com/vault/answer/15695746


Documentation

● Manage Gemini for your 
organization

● Generative AI in Google 
Workspace Privacy Hub

● How ATB Financials adopted 
Gemini

● Google Workspace with 
Gemini adoption guide

Recorded Demos

Resources

● Gemini for Workspace security 
overview

● Gemini controls in Workspace 
admin panel

https://support.google.com/a/topic/15995054?hl=en&ref_topic=13853688&sjid=13318073760681280693-NC
https://support.google.com/a/topic/15995054?hl=en&ref_topic=13853688&sjid=13318073760681280693-NC
https://support.google.com/a/answer/15706919?product_name=UnuFlow&hl=en&visit_id=638748467113675228-516277776&rd=1&src=supportwidget0&hl=en
https://support.google.com/a/answer/15706919?product_name=UnuFlow&hl=en&visit_id=638748467113675228-516277776&rd=1&src=supportwidget0&hl=en
https://www.atb.com/company/news/releases/atb-empowers-employees-with-google-ai/
https://www.atb.com/company/news/releases/atb-empowers-employees-with-google-ai/
https://support.google.com/a/answer/15905903?product_name=UnuFlow&hl=en&visit_id=638763526909241397-1705556830&rd=1&src=supportwidget0&hl=en
https://support.google.com/a/answer/15905903?product_name=UnuFlow&hl=en&visit_id=638763526909241397-1705556830&rd=1&src=supportwidget0&hl=en
https://youtu.be/IF2eB3slHtY
https://youtu.be/IF2eB3slHtY
https://youtu.be/LfpzSqZOAkk
https://youtu.be/LfpzSqZOAkk


Thank you


